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Security in Cellular Networks – A Quick Pass through the Generations

1G 2G
3G

4G

5G

6G

1980 1990 2010 2020 20302000
Voice Call/Analog SMS/Digital

Web Applications 
/Wideband

Mobile Applica-
tions / Gbps

IoT, VR/AR, 
Smart City 

Autonomous systems, 
Multi-sensory XR, 
Wireless brain 
computer interaction

Audio only 
w/o security 
or privacy 
guarantees

One-way 
authentication, 
weak A5/1 | 
GEA-1

IP traffic vulne-
rabilities (virus, 
malware), en-
cryption key 
issues

MAC-layer 
vulnerabilities, 
missing integri-
ty protection, 
threats from 
new services/ 
devices, 
user tracking

Vulnerabilities 
in NFV, SDN, 
and cloud 
techniques, 
openness of 
the network

?
Security issues in AI-
powered technology, 
intelligent radios, 
quantum attacks

• Security/privacy issues & 
vulnerabilities

Our research focus
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5G Security Features

gNBUE AMF Core Network

SMF UPF

© Shiyue Nie, Yiming Zhang, Tao Wan, Haixin Duan, Song Li:
Measuring the Deployment of 5G Security Enhancement. WiSec’22
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Our Results on 5G Security
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4G IMSI/SUPI Catchers [Fake Base Stations]

Identity Request

Identity Response: <SUPI>

Registration Request

Subscriber <SUPI>
was nearby, 12:31

same user? can’t tell.
Identity Response: <SUCI, 1>

Identity Response: <SUCI, 2>

5G SUPI Concealment: SUCI

Operator Public Key + + SUPI / IMSIEphemeral Key

Chlosta, Rupprecht, Pöpper, Holz: 5G SUCI Catchers: 
Still catching them all? ACM WiSec, 2021
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SUCI-Catching

Who are you?

❌

Are you user Bob?old SUCI - detective work 🚐📡🕵

Chlosta, Rupprecht, Pöpper, Holz: 5G SUCI Catchers: 
Still catching them all? ACM WiSec, 2021
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Linking SUCIs

unknown subscriber

Registration

[           .        ]new SUCI

old SUCI

Base Stations Core Network

5G Network

Registration

[                  ]old SUCI

Authentication Request

Authentication Failure

OR

Authentication Request

Authentication Response

à SUCI likely defeats 
large-scale IMSI-Catchers

But small-scale user 
identification still works

Chlosta, Rupprecht, Pöpper, Holz: 5G SUCI Catchers: 
Still catching them all? ACM WiSec, 2021

suspect found
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5G Experimental Test Setups

5G
Smartphone

Amarisoft
Base Station

5G Network

Amarisoft
Core

Core Network

Bitsikas, Pöpper: Vulnerabilities in the 5G 
Handover Procedures, ACSAC, 2021



Christina Pöpper (NYUAD) : Experiences with 5G security & privacy and an outlook on 6G 8

Vulnerabilities of the PWS

GSMA: CVD-2022-0054

Bitsikas, Pöpper: Abusing 5G’s Warning and 
Emergency Systems, ACSAC, 2022

Lee et al.: This is Your President Speaking: Spoofing Alerts in 4G LTE Networks, MobiSys’19
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Work in Progress on 5G Security
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Work in Progress: 5G UE Security Testing

LTE Core
srsEPC*
----------
5G Core

Open5GS*

LTE RAN / 5G RAN
srsENB*

USRP B210

COTS UE

NAS Messages / NAS Test cases

Binaries on Lab Computer

RRC Test cases
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Work in Progress: 5G UE Security Testing
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Challenges in Progress: 5G UE Security Testing

• Challenges in establishing (reliable) radio 
connection from 5G UEs to 5G SA setup 
• Testing of various 5G phones
• Confirmed connection to AmariSoft CallBox

• Issues: 
• UEs do not identify the 5G network, even with manual search
• Correct configuration files (FDD n3, synchronization, Carrier MCS, etc.)
• Network carrier policy issue (e.g., whitelisted PLMNs)
• Lack of debugging tools
• MAC failures, unknown SUCIs
à Making step-by-step progress in ruling out causes
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Towards 6G Security
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Research Challenges for 5G Security

Trust Establishment between Parties
• Unprotected pre-authentication & 

broadcast messages
• Network functions, cloud services
• Network openness, 

authentication

Many Complex Interactions
• Bounding attack impact
• Situational awareness, mobility, 

redundancy/diversity as defense

Security in the Core Network and 
for Signaling Protocols
• Little public research work
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Research Challenges for 6G Security

Distributed AI & Intelligent Radios
• Protection against ML attacks: 

backdoors, injection, model pollution

©  CMU

Post-Quantum Crypto/Algorithms
• Integration of PQ mechanisms

Global Coverage
• Securely Connecting & 

Integrating Vertical Applications 
as diverse as Satellite, UAV, 
Maritime, Terrestrial

• Not introducing new vulnerabi-
lities at their boundaries
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Collaborators – Thank You!

Evangelos Bitsikas
@Northeastern U

Merlin Chlosta
@CISPA

Thorsten Holz
@CISPA

Ahmad Salous
@NYUAD

David Rupprecht
@RUB

Syed Khandker
@NYUAD 

Roger Piqueras Jover
@Google
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Hiring in 5G/nextG Security & Privacy

Christina Pöpper
christina.poepper@nyu.edu

Cyber Security & Privacy Lab (CSP-lab)
https://www.poepper.net




