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Security in Cellular Networks — A Quick Pass through the Generations
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© Shiyue Nie, Yiming Zhang, Tao Wan, Haixin Duan, Song Li: UE g\B CN
Measuring the Deployment of 5G Security Enhancement. WiSec’22
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Our Results on 5G Security
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Chlosta, Rupprecht, Pépper, Holz: 5G SUCI Catchers: i‘
Still catching them all? ACM WiSec, 2021

4G IMSI/SUPI Catchers [Fake Base Stations]

—=" Registration Request ‘ << >> :®

ldentity Request

Subscriber <SUPI>
was nearby, 12:31

5 ldentity Response: <SUPI>

v

5G SUPI Concealment: SUCI

$Operator Public Key ] +[ Ephemeral Key ] +[ SUPI / IMSI ]

()

same user? can't tell.

ldentity Response: <SUCI, 1>

ldentity Response: <SUCI, 2>

Christina Pépper (NYUAD) : Experiences with 5G security & privacy and an outlook on 6G



Chlosta, Rupprecht, Pépper, Holz: 5G SUCI Catchers: i‘
Still catching them all? ACM WiSec, 2021
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Chlosta, Rupprecht, Pépper, Holz: 5G SUCI Catchers: i‘
Still catching them all? ACM WiSec, 2021
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Bitsikas, Popper: Vulnerabilities in the 5G

. 3 Handover Procedures, ACSAC, 2021
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Lee et al.: This is Your President Speaking: Spoofing Alerts in 4G LTE Networks, MobiSys'19

Vulnerabilities of the PWS
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Bitsikas, Popper: Abusing 5G’s Warning and

Emergency Systems, ACSAC, 2022
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FCC Acts to Strengthen the Security of Nation's
Alerting Systems

Full Title: Amendment of Part 11 of the Commission's Rules Regarding the Emergency Alert System, et
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Document Type(s): Notice of Proposed Rulemaking Released On: Oct 27, 2022
Bureau(s): Public Safety and Homeland Security Adopted On

Description: Issued On: Oct 27, 2022

FCC launches a rulemaking to improve the security and reliability of the Emergency Alert System (EAS) Tags:

and Wireless Emergency Alerts (WEA) Cybersecurity - Disaster Response -
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Work in Progress on 5G Security
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Work in Progress: 5G UE Security Testing

Binaries on Lab Computer
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Work in Progress: 5G UE Security Testing

5G SA NAS and RRC Testing
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LTE NAS and 5G SA RRC Testing
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Challenges in Progress: 5G UE Security Testing Binaris running on Lab Computer

5G RAN
srsGNB* 5G Core

e Challenges in establishing (reliable) radio CoTS UE USRPB)21° Modified
Testcas )

version of
connection from 5G UEs to 5G SA setup Iiii 9 (B %oaﬁ OpensGS

hssa
* Testing of various 5G phones RS Mess23 /AX

e Confirmed connection to AmariSoft CallBox

* |ssues:
* UEs do not identify the 5G network, even with manual search
e Correct configuration files (FDD n3, synchronization, Carrier MCS, etc.)
* Network carrier policy issue (e.g., whitelisted PLMNs)
e Lack of debugging tools
 MAC failures, unknown SUCIs
- Making step-by-step progress in ruling out causes
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Towards 6G Security
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Research Challenges for 5G Security

Security in the Core Network and Many Complex Interactions Trust Establishment between Parties
for Signaling Protocols * Bounding attack impact * Unprotected pre-authentication &
 Little public research work » Situational awareness, mobility, broadcast messages

redundancy/diversity as defense ¢ Network functions, cloud services
* Network openness,
authentication
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Research Challenges for 6G Security
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Collaborators — Thank You! |
Roger Piqueras Jover

@Google

Evangelos Bitsikas

@Northeastern U David Rupprecht

@RUB

Merlin Chlosta
@CISPA

Syed Khandker
@NYUAD

Thorsten Holz
@CISPA

Ahmad Salous
@NYUAD
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