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Layer-3 attacks are not new to 5G.... but the ability to integrate a solution IS
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5G-L3 IDS - a xApp for Live Detection of Malicious SDRs
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5G-KubeArmor - for 5G Control Plane Policy Enforcement
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5G SD-RAN Runtime Security Services
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Management

Network Policy Generation
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mining tools

1. 11% of open-source
Containers have at least

(Radio Connection Mgmt, Mobility Mgmt, QoS Mgmt, Interference Mgmt, 3* Party Apps,

One known vulnerability

XApp Policy Generation
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3. Team TNT: specialized in
Kubernetes malware tools

to scan for credentials, hijack
Clusters, and install Manero

TOP 20 CLOUD SECURITY

7. Typosquatting:

spikes

5. Supply-chain: 20 Million
downloads of just 30 docker
images with hidden crypto mining
malware

Software-container
Supply-chain attack

INCIDENTS

13. ChaosDB exposes
Thousands of Azure
Accounts via Jupyter
Notebook exploit —
COSMOS

10. Widespread crypto mining
Attacks against the

Kubeflow ML system, a tool
For K8s analytic services

IN 2021

18. TOCTOU Vulnerability

15. OMIGOD — Azure
Apps under attack via
the OMI services, which
Enables remote privilege
escalation

16. Graboid: First-Ever
Cryptojacking Worm Found in
Images on Docker Hub

K8s Volume Sub-path
vulnerability enables
unauthorized
access to sensitive data
CVE-2021-25741
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2. Xanhe Malware
mines misconfig-
ured Docker
Servers

4. ServiceNow admin
Credentials unprotected
and exposed by por
App development

Security Operations Center
SIEM / SOAR Integration

6. Go Library Bug
Enables Mass
Kubernetes Cluster
Infections
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12. Sysrv-Hello | 17. Muhstik Botnet

8. Siloscape Malware 11. Hackers found Botnet its K8s
Windows container
Escape technique
Enables Kubernetes

Cluster backdoors

To attack Kubernets with
Clusters - Argo  cryptominer
worflows

Yet another way ~ Wordpress Pods |

now specializing in
Kubernetes Pod
infections for crypto-
mining

20. Log4Shell
remote code
Injection
(CVE-2021-
44228)

14. Asurescape

9. Custom K8s cluster for
mass brute-force password
attacks by .RU government
Espionage team

Allows cross-container
Cloud compromises:
Even multi-tenant
vulnerabilities

19. Report: .RU Nation-state
Hackers (APT-29) are concentrating
on open-source supply-chain
backdoor insertions

* An nRT-RIC customization for SD-RAN. Include auto-policy generation for xApp DevOps operations.

 5G-Kuberarmor will be based on the most modern Cloud Native, Open-Source led Cloud Security

Platforms.
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s their protocols, base stations, and control
~§3 sec.com functions from sophisticated adversaries
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i Managmg a Secure Open-RAN
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5G Security: You cannot secure what you cannot see.

Layer-3 Alert/Warning

Count

13

Total Mobile Outbound IP

Flows

Count

L3 Audit Record

nRT-RIC Runtime
Policy violations

Total Mobile Inbound

IP Flows

Total Active UEs
Connected

181,813

46,827

1,827

6 147
! !
M 0% 4hr trend $ 0% 4hr trend /N 10% 4hr trend /N 10% 4hr trend

=] Inventory J 10% 4hr trend /N 10% 4hr trend

A Issues

i Compliance

4 Runtime Protection
CWPP Dashboard

App Behavior

Policies

B Remediation

2] Monitors / Logging

£ Settings

(> Logout

Network Observability Services:

@ 5G-KubeArmor

@ 5G-L3 IDS

@ L3 Auditor

: ksp-proc-path-block
Access Block: /credentials
Sat Feb 18 16:32:45

xapp_MobiExpert0
xapp_E2SM_RSM v pp_| p
pod_SDRAN nRTRIC ¢

) . TCp
7 . TCP

/ > &

svc_RIC_Manager : xapp_E2SM_KPM
2 T
Null Cipher gNB reject = e L\ =2
79-349901-52763-1 xapp_sSM_MHO — \:\ (o) B
621-555-8101 AN\ app_E2SM_RC_PRE
192.162.10.54 N\
\\‘
Sat Feb 18 16:32:45 xapp_ E2SM NI

'\ 7

\.
Camera

QA

Malicious
Radio
Detected

Camera
; : E gNB_EK?248
v <

'\" :
,,- d

RRC Connection DoS
79-801223-42801-3
XXX X
DXXXX
Sat Feb 18 16:32:45

»

Camera

Camera

gNB_EL136 ; ; E
>

BTW resource depl
:-67dBm
37.452961
-122.181725
1300-1800M
Sat Feb 18 16:3

BTS resource depleti
89011255
192.168.2
Bldg E., EL13
0
Sat Feb 18 16:3;

5G-SPM

(Security Posture Management)

* Configuration
Validation

* Least-permissive
xApp/RIC policy
generation

* Compliance
Enforcement

* Runtime Monitoring
* Threat Response

e Audit Governance




Learn More

& 5gsec.com v
® AcCUKNOX o T (SER)
e
Our Tech Videow/Demaos Pubs and Shdes Ouwr Code About Us

Thwarting Smartphone SMS Attacks at the
Radio Interface Layer
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RILDefender "Thwarting smartphone SMS attacks at the Radio Interface
Layer," in Proceeding of the ISOC Network and Distributed
System Security Symposium (NDSS), San Diego, CA, U.S.A,,
February 2023. i

1/23 - NDSS 2023 5G Security BoF - We wil host a Bird of a Feather Session on 5G Security.

12/22 - ACM EmergingWireless 22 - A Fine-grained Telemaetry Stream for Security Services In 5G Open Rado Access Networks,

5G-IDS "A fine-grained telemetry stream for security services in
5G open radio access networks," in Proceedings of the 1st Gl L L
International Workshop on Emerging Topics in Wireless S SR S Sl 2
(EmergingWireless '22). R
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